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Unit 7 - Scanning Exercise and Collaborative Learning Wiki 

Website: https://loadedwithstuff.co.uk 

Perform scans against your assigned website using the tools available in Kali Linux. 
Answer as many of the following questions as you can: 

• What Operating System does the web site utilise? 
• What web server software is it running? 
• Is it running a CMS (Wordpress, Drupal, etc?) 
• What protection does it have (CDN, Proxy, Firewall?) 
• Where is it hosted? 
• Does it have any open ports? 
• Does the site have any known vulnerabilities? 
• What versions of software is it using? Are these patched so that they are 

up to date? 

What Operating System does the web site utilise? 

Using nmap with OS detection feature: RHEL 7 (Red-Hat Enterprise Linux 7) 

 

 

What web server software is it running? 

From the above nmap scans, the web server found is Apache, this is also confirmed 
by running Nikto: 
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This can also be confirmed by running a simple curl command: 

 

Is it running a CMS (Wordpress, Drupal, etc?) 

Kali Linux has a built in tool called “whatweb” in order to detect a CMS (Content 
Management System), some issues were picked up detecting the CMS but was 
eventually successful. The source IP addresses were resulting from performing 
multiple scans were probably blocked by imunify360. After successfully installing a 
VPN client on Kali Linux – scans were being performed successfully. Screenshots 
below: 
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The above screenshot confirms the CMS as: Loaded Commerce Community Edition 
v6.6 i.e. developed by Softaculous 

https://www.softaculous.com/apps/ecommerce/Loaded_Commerce 

As an alternative, CMSeeK  https://www.kalilinux.in/2019/08/cmseek-kali-linux.html 
was installed and utilized as well – this was also unable to connect to the site: 

Run using python3: python3 cmseek.py 
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This is probably due to the imunify360 security solution installed 

What protection does it have (CDN, Proxy, Firewall?) 

Using Nikto and uniscan, it was found to have Imunify360 

 

According to: https://docs.imunify360.com/introduction/  

“Imunify360 is the security solution for Linux web servers based on machine learning 
technology which utilizes a milti-layer approach to provide total protection against 
any types of malicious attacks or abnormal behavior including distributed brute force 
attacks.” 
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Where is it hosted? 

Using hostingchecker (https://hostingchecker.com) it was found to be hosted 
in Netherlands, Amsterdam 

 

Does it have any open ports? 

Yes, using nmap – the following was obtained: 
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Does the site have any known vulnerabilities? 

Nikto is an open-source scanner used to detect vulnerabilities in web servers, 
unfortunately this tool was blocked as well: 

 

OWASP ZAP was also used and took about an hour to scan, this produced the 
following results: 
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CVE-2020-7676 

 

CVE-2020-11023 
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CVE-2020-11022 

 

What versions of software is it using? Are these patched so that they are up to 
date? 

§ AngularJS v1.6.9 
§ jquery v.3.4.1 

 
Not patched, latest versions are as follows: 
 
AngularJS - Stable release - 1.8.2 / 21 October 2020 
jquery - Stable release – 3.6.0 / 2 March 2021 
 
 
 
 
 


